
R Street Explainer—Cybersecurity Score – European Union (EU) Cyber Resilience Act www.rstreet.org—1

Cybersecurity Score – European Union 
(EU) Cyber Resilience Act
Cybersecurity Legislative Analysis Series

EXPLAINER

Bill Summary: Seeks to create conditions for the development of secure digital products and to improve 

cybersecurity awareness among digital product users.

Rating: Requirements in this bill have the potential to create unintended cyber consequences 

and/or allow threat actors to capitalize off of reported cybersecurity vulnerabilities. 

Legislation is undergoing “trilogue” negotiations toward a second reading by the 

European Parliament.

Status: European Union (EU) Cyber Resilience Act

Last updated: Oct. 23, 2023

•	 S琀椀pulates	condi琀椀ons	for	securely	developing	products	with	digital	elements	(e.g.,	connected	devices,	
Internet	of	Things	devices,	mobile	devices)	and	means	to	address	vulnerabili琀椀es	that	arise	throughout	
a	product’s	lifecycle.

•	 Generates	criteria	that	allow	users	to	consider	cybersecurity	when	selec琀椀ng	and	using	products	with	
digital	elements.	

•	 Outlines	speci昀椀c	areas	for	manufacturers	and	developers	to	improve	cybersecurity	and	reduce	the	
incidence	of	cybera琀琀acks.
–  Risk assessment: Conduct	risk	assessments	to	address	exploitable	vulnerabili琀椀es,	ensure	secure-

by-default	con昀椀gura琀椀on	and	limit	a琀琀ack	surfaces
–  Documenta琀椀on: Document	product	design,	development	and	produc琀椀on;	cybersecurity	risk	

assessments;	and	declara琀椀ons	of	conformity	to	EU	standards
–  Conformity assessment: Conduct	independent	or	self-assessments	of	conformance	to	the	Act’s	

requirements	
–  Vulnerability repor琀椀ng: Mandate	repor琀椀ng	of	cybersecurity	incidents	and	vulnerabili琀椀es	within	

24	hours	of	discovery
•	 Provides	a昀케rma琀椀ve	defenses,	including	for	pla琀昀orm	core	func琀椀onality	concerns,	complying	with	state	

and	federal	laws,	and	protec琀椀ng	user	privacy	and	pla琀昀orm	security.

•	 Speci昀椀es	琀椀meline	to	comply.	(Failure	to	comply	could	result	in	昀椀nes	or	restric琀椀ons/prohibi琀椀ons	on	
product	or	service	availability	in	the	market.)	
–		 Mandates	adherence	to	cybersecurity	development	standards	within	40	months	of	the	law’s	

passage 

–		 Mandates	琀椀mely	security	support	and	so昀琀ware	updates	to	address	vulnerabili琀椀es	within	one	year	
a昀琀er	the	law’s	passage

The	European	Commission	(the	EU’s	execu琀椀ve	body)	proposed	the	Cyber	Resilience	Act	(CRA)	in	
September	2022	with	the	aim	to	formulate	common	cybersecurity	standards	for	network-connected	
hardware	and	so昀琀ware	products.	This	legisla琀椀on	is	the	EU’s	a琀琀empt	to	stymie	the	prolifera琀椀on	of	cyber	
incidents	a昀昀ec琀椀ng	public	and	private	en琀椀琀椀es	across	Europe	by	improving	poor	cybersecurity	hygiene	and	
development	prac琀椀ces.

Key 
Provisions

Background

https://www.consilium.europa.eu/en/press/press-releases/2023/07/19/cyber-resilience-act-member-states-agree-common-position-on-security-requirements-for-digital-products/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0454
https://digital-strategy.ec.europa.eu/en/news/new-eu-cybersecurity-rules-ensure-more-secure-hardware-and-software-products
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5374


R Street Explainer—Cybersecurity Score – European Union (EU) Cyber Resilience Act www.rstreet.org—2

Cybersecurity Score – European Union 
(EU) Cyber Resilience Act
Cybersecurity Legislative Analysis Series

EXPLAINER

The	CRA	a琀琀empts	to	shi昀琀	the	burden	of	ensuring	cybersecurity	from	end	users	to	the	companies	that	
develop	and	manufacture	so昀琀ware	and	hardware.	Legislators	argue	that	developers	are	best	suited	to	
mi琀椀gate	and	address	cyber	vulnerabili琀椀es	and	that	it	is	easier	to	mi琀椀gate	vulnerabili琀椀es	as	a	developer	
than	an	end	user.	Similar	concepts	have	been	proposed	by	U.S.	government	en琀椀琀椀es,	including	the	
Cybersecurity	and	Infrastructure	Security	Agency’s	Secure	by	Design	and	Secure	by	Default	principles	and	
elements	of	the	White	House’s	Na琀椀onal	Cybersecurity	Strategy. 

The	CRA	aims	to	achieve	four	speci昀椀c	objec琀椀ves	to	improve	the	cybersecurity	posture	of	digital	
consumers,	businesses	and	government	en琀椀琀椀es:

•	 Ensure	that	manufacturers	improve	the	security	of	products	with	digital	elements	in	the	design	and	
development	phase	and	throughout	the	whole	lifecycle.

•	 Ensure	a	coherent	cybersecurity	framework,	facilita琀椀ng	compliance	for	hardware	and	so昀琀ware	
producers.

•	 Enhance	the	transparency	of	security	proper琀椀es	of	products	with	digital	elements.

•	 Enable	businesses	and	consumers	to	use	products	with	digital	elements	securely.

The	bill	encompasses	the	en琀椀re	lifecycle—from	design	to	development	to	produc琀椀on—of	essen琀椀ally	
all	network-connected	devices	and	so昀琀ware.	This	expansive	reach	could	signi昀椀cantly	impact	private	
industry’s	ability	to	innovate	and	may	dispropor琀椀onately	burden	any	individuals,	nonpro昀椀ts	or	other	
en琀椀琀椀es	that	develop	or	support	devices	and	so昀琀ware.	While	the	CRA	has	the	poten琀椀al	to	improve	
Europe’s	cybersecurity	posture,	industry	groups	and	concerned	prac琀椀琀椀oners	have	cri琀椀cized	mul琀椀ple	
aspects	of	the	legisla琀椀on	including	So昀琀ware-as-a-Service	exclusions,	end-of-life	so昀琀ware	considera琀椀ons,	
challenges	associated	with	open-source	so昀琀ware	and	guidance	on	so昀琀ware	bills	of	materials,	or	SBOMs.	
This	analysis	is	non-exhaus琀椀ve,	but	is	intended	to	provide	an	overview	of	cyber	concerns,	such	as:	

• Vulnerability no琀椀昀椀ca琀椀on concerns: Requiring	companies	to	no琀椀fy	the	European	Union	Agency	for	
Cybersecurity	(ENISA)	of	any	cyber	incidents	and	vulnerabili琀椀es	within	24	hours	of	becoming	aware	
of	them—and	take	measures	to	resolve	them—could	dispropor琀椀onately	burden	companies	and	allow	
threat	actors	to	target	these	newly	reported	vulnerabili琀椀es	for	exploita琀椀on.

• Compliance concerns: Direct	compliance	costs	for	businesses	(e.g.,	security	requirements,	
informa琀椀on	obliga琀椀ons,	documenta琀椀on,	tes琀椀ng,	repor琀椀ng)	are	expected	and	will	vary	depending	on	
their	o昀昀erings.	Similarly,	there	will	be	compliance	costs	for	public	authori琀椀es	to	conduct	enforcement	
and	informa琀椀on	collec琀椀on	and	dissemina琀椀on.

• Global implica琀椀ons: Importers	and	distributors	of	technology	products	will	have	to	verify	their	
products’	conformance	to	the	bill’s	requirements,	which	could	hamper	technology	rollout	in	Europe.	
Addi琀椀onally,	businesses	will	have	to	ensure	compliance	not	only	with	the	CRA,	but	with	other	
countries’	cybersecurity	laws	and	regula琀椀ons	as	well.

Key  
Takeaways

https://www.cisa.gov/securebydesign
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.csoonline.com/article/645994/industry-groups-call-for-changes-to-eu-cyber-resiliency-act.html
https://dd80b675424c132b90b3-e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/joint-letter-experts-on-cra-vulnerability-disclosure-20231003.pdf
https://www.bsa.org/files/policy-filings/11012022eucra.pdf
https://www.euractiv.com/section/cybersecurity/news/tech-firms-form-coalition-to-combat-cybersecurity-risks-ahead-of-eu-rules/
https://www.digitaleurope.org/resources/building-a-strong-foundation-for-the-cyber-resilience-act-key-considerations-for-trilogues/
https://www.itic.org/documents/europe/FINAL20230712JointRecommendationsforaFeasibleCyberResilienceAct%5B26%5D.pdf
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Access  
provisions

The	CRA	obligates	companies	to	disclose	cyber	incidents	and	vulnerabili琀椀es	within	24	hours	of	becoming	
aware	of	them	(Ar琀椀cle	11).	It	is	unclear	whether	the	data	could	be	used	by	European	intelligence	or	other	
government	en琀椀琀椀es	for	other	purposes.	
Enforcement	authori琀椀es	also	have	the	power	to	request	and	access	any	internal	documenta琀椀on	created	
or	maintained	under	the	CRA	(Ar琀椀cle	41).	Addi琀椀onally,	they	have	the	authority	to	access	company	data	to	
assess	the	design,	development,	produc琀椀on	and	vulnerability	handling	of	company	products	(Ar琀椀cle	42).

Applicability 
 

Given	the	ubiquity	and	usage	of	digital	products,	this	bill	would	a昀昀ect	consumers	and	businesses	globally.	
This	may	complicate	or	contradict	business	opera琀椀ons	in	global	markets,	especially	with	the	United	
Kingdom	and	the	United	States.	The	EU	is	aware	of	the	legisla琀椀on’s	global	rami昀椀ca琀椀ons	and	aspires	to	be	
the	standard-bearer	for	so昀琀ware	cybersecurity	requirements.	

Business  
impact

Companies	would	incur	costs	to	alter	their	business	opera琀椀ons	to	adhere	to	the	bill’s	compliance	and	
enforcement	provisions	(or	if	they	are	found	to	be	in	viola琀椀on).	The	EU	has	es琀椀mated	that	aggregated	
compliance	costs	could	be	between	13	and	29	billion	euros	(EUR);	end	users	may	also	end	up	paying	
higher	prices.
Failure	to	comply	with	requirements	could	result	in	EUR	15	million	昀椀nes	or	up	to	2.5	percent	of	total	
global	turnover.	Addi琀椀onal	penal琀椀es	are	listed	under	Ar琀椀cle	53.

Accounts  
for different  
entities

This	bill	has	the	poten琀椀al	to	a昀昀ect	so昀琀ware	and	hardware	developers	of	all	sizes.	Developer	obliga琀椀ons	
under	the	CRA	will	di昀昀er	depending	on	the	classi昀椀ca琀椀on	of	so昀琀ware	(non-cri琀椀cal,	cri琀椀cal	class	1	and	
cri琀椀cal	class	2,	as	detailed	in	Ar琀椀cle	6	and	expanded	upon	in	Annex III).

Data privacy  
and security

The	legisla琀椀on	views	enhancements	in	end-user	data	privacy	and	data	security	as	a	posi琀椀ve	side	e昀昀ect	of	
cybersecurity	regula琀椀on;	however,	it	does	not	discuss	how	organiza琀椀ons	would	ensure	data	privacy	and	
data	security.	

Rulemaking  
or update  
mechanisms

According	to	the	dra昀琀	text,	each	member	state	shall	designate	one	or	more	market	surveillance	
authori琀椀es	for	the	purpose	of	ensuring	the	e昀昀ec琀椀ve	implementa琀椀on	of	the	CRA	(Ar琀椀cle	41). 

Furthermore,	a	dedicated	administra琀椀ve	coopera琀椀on	group	shall	be	established	for	the	uniform	
applica琀椀on	of	the	regula琀椀on	(Ar琀椀cle	41).

Exemptions, 

exceptions  

and defenses

Due	to	the	freely	distributed	nature	of	open-source	so昀琀ware,	developers	may	not	have	a	comprehensive	
understanding	of	all	end	users	of	their	products	(or	which	components	would	be	mone琀椀zed),	which	means	
that	they	could	not	feasibly	comply	with	CRA	requirements.	A昀琀er	open-source	communi琀椀es	raised	concerns 
about	open-source	code	being	subject	to	the	regula琀椀on,	lawmakers	adopted	an	amendment	to	the	text	
exemp琀椀ng	certain	cases	of	open-source	development	from	complying	with	the	regula琀椀on;	however,	
concerns	remain	regarding	the	use	of	open-source	elements	in	for-pro昀椀t	endeavors.

Enforcement 
mechanisms

Member	states	designate	surveillance	authori琀椀es	to	ensure	implementa琀椀on.

https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=41
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=56
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=57
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-impact-assessment
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=65
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=65
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_2&format=PDF#page=5
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=56
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=56
https://newsroom.eclipse.org/news/announcements/open-letter-european-commission-cyber-resilience-act
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/ITRE/DV/2023/07-19/11-CA_CRA_EN.pdf
https://linuxfoundation.eu/newsroom/will-the-cyber-resilience-act-help-the-european-ict-sector-compete
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Recommendations
We put forth the following recommendations with the goal of reducing some of the legislation’s 
cyber impacts.

SUMMARY RECOMMENDATION(S)

Compliance and 
certification 
timeline 

Policymakers should provide addi琀椀onal implementa琀椀on context with a roadmap of required 
obliga琀椀ons as well as assessment, cer琀椀昀椀ca琀椀on and compliance 琀椀melines and allow businesses to alter 
their development and manufacturing 琀椀melines accordingly.
Though	amended	legisla琀椀on	increased	businesses’	compliance	琀椀meline	from	24	months	to	40	months,	
companies	may	s琀椀ll	face	a	bo琀琀leneck	in	addressing	cybersecurity	concerns	depending	on	whether	they	
can	conduct	independent	assessments	versus	seeking	out	third-party	assessments.

Reporting 
obligations 

Require repor琀椀ng for signi昀椀cant cybersecurity incidents only (aligned with the EU’s Security of 

Network and Informa琀椀on Systems (NIS2) Direc琀椀ve) rather than all cyber incidents in order to ease 

administra琀椀ve burdens and limit the risk of threat actor exploita琀椀on.
Do not mandate repor琀椀ng of unpatchable vulnerabili琀椀es. Instead, ENISA could create a catalog of 
known exploited vulnerabili琀椀es or streamline informa琀椀on-sharing and patching ini琀椀a琀椀ves.
Requiring	companies	to	no琀椀fy	competent	na琀椀onal	authori琀椀es	(originally	ENISA	but	recently	amended to 

“computer	security	incident	response	teams,”	or	CSIRTs)	of	any	cyber	incidents	and	vulnerabili琀椀es	within	
24	hours	of	becoming	aware	of	them	and	to	take	measures	to	resolve	them	could	dispropor琀椀onately	
burden	companies	and	EU	agencies	while	allowing	threat	actors	to	target	newly	reported	vulnerabili琀椀es	
for	exploita琀椀on.	No琀椀昀椀ca琀椀on	of	an	ac琀椀ve	vulnerability	within	24	hours,	whether	or	not	a	patch	or	update	
is	available,	can	introduce	great	risk.			

Regulatory 
harmonization

Ensure regular convening of relevant en琀椀琀椀es to consider harmoniza琀椀on e昀昀orts that avoid duplicity and 
contradic琀椀on and ensure consistency in terminology, 琀椀melines and compliance requirements.
The	CRA	is	one	of	the	most	comprehensive	bills	to	date	that	s琀椀pulates	requirements	for	digital	products;	
however,	elements	of	the	legisla琀椀on	overlap	with	others	including	EU’s	NIS2	Direc琀椀ve	and	parallel laws 

and	regulatory	guidance	in	the	United	States	and	other	countries.	

Definitions The European Commission should provide greater clarity on these concepts— including methodologies 
for determining categoriza琀椀on and ensuring regulatory consistency, as well as on obliga琀椀ons for 
developers and manufacturers—as they evolve. 
Several	areas	of	the	CRA	lack	clarity,	thus	muddying	the	understanding	of	implementa琀椀on	and	
compliance	guidelines.	For	example:
•	 What	type	of	so昀琀ware	updates	would	be	considered	“substan琀椀al	modi昀椀ca琀椀on,”	thereby	requiring	a	

new	conformity	assessment	(Ar琀椀cle	3)?

•	 What	criteria	must	a	product	meet	to	be	considered	a	“cri琀椀cal	product”	(Annex III)?

Capacity  
building 

Consider how workforce development will help ful昀椀ll the CRA’s enforcement criteria.
Implementa琀椀on	and	enforcement	of	such	a	comprehensive	cybersecurity	bill	will	require	support	from	
a	workforce	within	the	EU	and	EU	member	states	as	well	as	within	research	communi琀椀es	and	industry,	
par琀椀cularly	small-	and	medium-sized	enterprises.	

https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/739259/EPRS_BRI(2022)739259_EN.pdf#page=11
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&qid=1698111944086
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555&qid=1698111944086
https://dd80b675424c132b90b3-e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/joint-letter-experts-on-cra-vulnerability-disclosure-20231003.pdf
https://www.consilium.europa.eu/en/press/press-releases/2023/07/19/cyber-resilience-act-member-states-agree-common-position-on-security-requirements-for-digital-products/
https://dd80b675424c132b90b3-e48385e382d2e5d17821a5e1d8e4c86b.ssl.cf1.rackcdn.com/external/joint-letter-experts-on-cra-vulnerability-disclosure-20231003.pdf
https://www.cisa.gov/topics/cyber-threats-and-advisories/information-sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_1&format=PDF#page=33
https://eur-lex.europa.eu/resource.html?uri=cellar:864f472b-34e9-11ed-9c68-01aa75ed71a1.0001.02/DOC_2&format=PDF#page=5

