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INTRODUCTION

n May 12, 2015, Amtrak train 188 derailed just north

of Philadelphia. Eight people were killed and 185

more were treated at nearby hospitals for injuries

that ranged from minor to critical. In the immedi-
ate aftermath, there was ample speculation as to what went
wrong. But a year passed before the National Transportation
Safety Board (NTSB) issued its report! that the accident was
caused by the engineer’s “loss of situational awareness likely
because his attention was diverted to an emergency situation
with another train.”?

Post-incident reviews such as these are common in many
fields, disciplines and professions. After a baseball game, for
example, players review video tape of their at-bats. After
a hurricane, the Federal Emergency Management Agency
(FEMA) deploys a “lessons learned” process to improve its
response and learn from its mistakes. Following a battle, the
military performs an “after action report” for the same pur-
pose. In each case the goal is the same - to learn whether or
not there is some systematic error or gap that can be filled in
order to mitigate future risk.

Earlier this year, Rep. Denny Heck (D-Wash.) posed an

interesting question: namely, whether it is time to consider
creating a mechanism akin to the NTSB for the review of
cyber breaches.? In other words, is there value in the creation
of a government agency* that would be solely responsible for
the investigation and report of how cybersecurity breaches
happen and what can be done to avoid them in the future?
Such an agency would, for example, provide an independent
review of breaches like the one that occurred at Equifax® and
issue reports on why the systems failed and how they could
be made better. Certainly, in today’s increasingly digital age,
this is an idea worth exploring.®

THE NTSB MODEL

The NTSB is an independent agency of the federal govern-
ment. It is charged with the investigation of every civil avia-
tion accident in the United States and also investigates signif-
icant accidents that occur in other modes of transportation
(such as the Amtrak train accident noted above). Its mission
is to conduct objective, independent accident investigations
to determine their probable causes. When the situation war-
rants, the agency is also responsible for issuing safety recom-
mendations that address observed gaps in the systems, with
the goal of preventing future accidents. Finally, the NTSB
also carries out special studies of safety issues that arise out-
side the context of a particular accident or incident.

Notably, the NTSB is required by statute to focus on the
cause and effect of accidents. As a consequence of such a
specific mandate, the agency has no enforcement authority
and thus the implementation of its recommendations (or the
decision not to do so) lies with other agencies.

Some see this focus as a bit too narrow, particularly as the
NTSB’s remit does not include the authority to examine
questions of cost, for example. For this reason, some of its
safety recommendations are too expensive and do not meet a
cost/benefit test. On balance, however, most observers agree
that it is beneficial to have an agency tasked with the sole
mission of determining the cause of an incident and then
advocating for safety improvements.

TOWARD A “COMPUTER NETWORK SAFETY
BOARD”

Similarly, it would be worthwhile to consider the creation of
awholly independent board to determine the probable cause
of cyber intrusions and, as appropriate, to recommend net-
work safety improvements. To this end, the proposed Com-
puter Network Safety Board (CNSB) could be constructed
along the same lines as the NTSB.

There are, of course, likely to be challenges with its opera-

tion. To begin with, the sheer volume of cyber breaches each
year is daunting. Last year, for example, there were more
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than 53,000 incidents and more than 2,200 breaches in the
United States alone.” This number is far greater than the
number of significant transportation accidents that occur
annually in the United States.

Hence, as an initial matter, the legislation to create the CNSB
would have to define some sort of threshold for review. One
option is to define the significance of a breach by the number
of its victims. An alternate approach would be to define sig-
nificance by the scope and scale of the financial harm caused.
Or, of course, some combination of these two factors could
be used, along with a more qualitative assessment of harm
to the overall security and economy of the nation. To be sure,
any such line would be arbitrary, but having one would be
essential.

Next, the CNSB would need to recognize that the forensics of
cyber-breach investigations are often less determinative than
those for physical events (like train accidents). Thus, while
we can often identify a single point of failure (or perhaps
two or more contributing causes) for a physical incident, it
is likely that there will be instances in which the CNSB can-
not readily discern a true cause. Perhaps more to the point,
even more than is the case in physical systems, the prospect
of failure in a cyber system is one of inevitability. No amount
of review or improvement can ever create perfect security.

This suggests that the mission of the CNSB must be carefully
defined as risk reduction rather than risk elimination. After
all, any board that were created on the premise of altogether
eliminating cyber risks or intrusions would be founded on a
false premise.

Third, unlike train wrecks or hurricanes (but akin to baseball
games and battles) network breaches will typically be the
result of adaptive adversarial action; or, a circumstance that
limits—to a significant degree—our ability to close vulnera-
bility gaps definitively. Even if the CNSB identifies a network
flaw and recommends a security improvement, for example,
these recommendations would not be capable of fully resolv-
ing any risk. Indeed, since the recommendations necessarily
would be public, their publication would simply set a new
target for malicious actors.

Fourth, the cybersecurity board would need be structured
to avoid the creation of incentives for non-cooperation and
would have to be carefully cabined with rules that avoid an
increase in the liability of cooperating entities. In general,
regulations prohibit, for example, the admissibility of NTSB
final reports in court cases. But, over time, that doctrine has
eroded.® It is likely that computer security investigations
would require even greater cooperation from those con-
cerned than physical accident investigations do. Accordingly,
the protection against liability for cooperation would have to
be commensurately stronger.

Especially in a complex area like cybersecurity, which is
rife with ambiguity, it will be hard enough to identify causes
without then filtering those conclusions through an econom-
ic-benefit filter. For this reason, although the cost/benefit
issue merits careful consideration, we should lean toward a
model that replicates the current structure of the NTSB; that
is, one focused on cause and effect, without any enforcement
authority and without any mandate to address cost/benefit
questions. Other agencies will have that job.

Perhaps most saliently, the CNSB would need to be struc-
tured so that it examines both the human and technical fac-
tors behind breaches. All too often, the cause of a cyberse-
curity breach is inattention or lack of care by individuals
rather than technical flaws in cyber systems. The board will
need both technical expertise to identify gaps in intrusion
detection and prevention systems, as well as human fac-
tors expertise to assess the control systems in place within
a failed organization.

Thus, the board will need a good dose of humility, both in the
assessment of human frailty and in the recognition that while
human error is reducible, it cannot be eliminated. Thus we
must be careful not to conflate the creation of a new network
safety board with the false promise of perfect security.

None of these is a fatal objection. Indeed, quite to the con-
trary, an assessment of cyber failures is an essential com-
ponent of cybersecurity success and an independent board
tasked with such a systematic role would be of value. In the
long run, if we are to enhance security, we need a way to mea-
sure it, or to “rate the risk” from cyber threats. To this end,
having good data about how they occur is fundamentally a
valuable exercise that would advance that prospect.
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