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On behalf of the R Street Institute, a free-market think tank headquartered in Washington, D.C 
that focuses on insurance, technology, and next generation transportation, we respectfully 
submit these comments in response to the Federal Trade Commission’s (FTC) request for input 
on the benefits, challenges and potential roles for the government in fostering the advancement 
of connected vehicles.  1

 
Our comments will focus on two of the prompts provided in the request, in particular: 
 

1. “What self-regulatory standards apply to privacy and security issues relating to 
connected vehicles?” 

2. “What are the roles of the FTC, NHTSA, and other federal government agencies with 
regard to the privacy and security issues concerning connected vehicles?” 

Introduction  
Automated Vehicles (AVs) look to be just on the horizon, along with Connected Vehicles (CVs).  2

These two technologies are interrelated but distinct. Whereas AVs reduce the need for input 
from human operators, CVs connect to the internet and with other cars on the road to facilitate 
information sharing. While almost all AVs are ‘connected’, not all CVs are automated. The FTC 
seeks comments specifically on the role of federal agencies in regulating CVs, but any 
discussion concerning CVs that does not include their intersection with AVs runs the risk of 
being both incomplete and quickly out of date. In laying out our comments on the future of CVs, 
our analysis seeks to address the role of federal agencies and self-regulation within the context 
of AVs as well.  
 
The single most important statistic that should frame this debate is the number of fatalities 
suffered per year on American roads. In 2016, for the first time in decades, that number rose to 
over 40,000 people.  What’s more, this figure is increasing. NHTSA reported that in the first half 3

of 2016 there was a 10.6% uptick in the number of fatalities compared to the same period in the 

1 “FTC and NHTSA Seek Input on Benefits and Privacy and Security Issues Associated with 
Current and Future Motor Vehicles,” ​Federal Trade Commission ​, July 28, 2017. 
https://www.ftc.gov/system/files/attachments/press-releases/ftc-nhtsa-conduct-workshop-june-28-privacy-
security-issues-related-connected-automated-vehicles/notice_connected_cars_workshop_with_nhtsa_1.p
df​. 
2 Danielle Muoio, “These 20 companies are racing to build self-driving cars in the next 5 years,” ​Business 
Insider​, December 11, 2016. 
http://www.businessinsider.com/companies-making-driverless-cars-by-2020-2016-11​. 
3 Ashley Halsey III, “Traffic deaths soared past 40,000 last year for the first time in a decade,” ​The 
Washington Post​, February 15, 2017. 
https://www.washingtonpost.com/local/trafficandcommuting/traffic-deaths-soared-past-40000-last-year-as
-economy-continued-to-improve/2017/02/15/fd1e8298-f388-11e6-8d72-263470bf0401_story.html?utm_ter
m=.5ab22b5802dd  

https://www.ftc.gov/system/files/attachments/press-releases/ftc-nhtsa-conduct-workshop-june-28-privacy-security-issues-related-connected-automated-vehicles/notice_connected_cars_workshop_with_nhtsa_1.pdf
http://www.businessinsider.com/companies-making-driverless-cars-by-2020-2016-11
https://www.ftc.gov/system/files/attachments/press-releases/ftc-nhtsa-conduct-workshop-june-28-privacy-security-issues-related-connected-automated-vehicles/notice_connected_cars_workshop_with_nhtsa_1.pdf
https://www.ftc.gov/system/files/attachments/press-releases/ftc-nhtsa-conduct-workshop-june-28-privacy-security-issues-related-connected-automated-vehicles/notice_connected_cars_workshop_with_nhtsa_1.pdf
https://www.washingtonpost.com/local/trafficandcommuting/traffic-deaths-soared-past-40000-last-year-as-economy-continued-to-improve/2017/02/15/fd1e8298-f388-11e6-8d72-263470bf0401_story.html?utm_term=.5ab22b5802dd
https://www.washingtonpost.com/local/trafficandcommuting/traffic-deaths-soared-past-40000-last-year-as-economy-continued-to-improve/2017/02/15/fd1e8298-f388-11e6-8d72-263470bf0401_story.html?utm_term=.5ab22b5802dd
https://www.washingtonpost.com/local/trafficandcommuting/traffic-deaths-soared-past-40000-last-year-as-economy-continued-to-improve/2017/02/15/fd1e8298-f388-11e6-8d72-263470bf0401_story.html?utm_term=.5ab22b5802dd


 

previous year.  Among the young, vehicle-related fatalities are the nation’s single most profound 4

public health crisis. Yet, because an estimated 94% of accidents are the result of human error, 
AVs and CVs have the opportunity to dramatically reduce this statistic and save tens of 
thousands of lives a year.  5

 
When considering regulatory action in this space, every policy consideration must be judged by 
how rapidly it can help us move away from the current baseline of crashes and fatalities and 
closer to NHTSA’s stated goal of “zero fatalities on our roads.”  We share NHTSA’s hope for a 6

future with fewer traffic fatalities. But we also believe that the pace at which we achieve such a 
goal is hugely significant.  If over-regulation slows the deployment of AVs by even 5% we could 7

see an additional 15,000 fatalities over the next 30 years.  8

Self-regulatory standards and private regulation 
As the FTC thinks about a regulatory framework for autonomous and connected vehicles, it 
should be mindful of the potential for self-regulatory standards and private regulation writ large. 
When allowed to develop properly, private regulation can be a more effective and flexible tool 
than traditional prescriptive models of oversight insofar as it uses competition to achieve the 
same desired consumer-facing outcomes. Because private regulation traditionally develops in 
the absence of extensive state regulation, there is a real danger that the federal government 
could cause great harm by moving to establish a rigid regulatory framework, crowding out the 
development of private regulation.  9

 
First, it may be useful to make the distinction between self-regulation, industry-regulatory 
guidelines, and cross-industry regulation ​—​ all of which can be grouped under “private 
regulation” for the interest of simplicity. Self-regulation is usually defined as practices internal to 
a company, taken to assure quality and safety across the products or services offered by that 

4 “Early Estimate of Motor Vehicle Traffic Fatalities for the First Half (Jan–Jun) of 2016,” ​NHTSA National 
Center for Statistics and Analysis, ​October 2016. 
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812332 ​. 
5 “Critical Reasons for Crashes Investigated in the National Motor Vehicle Crash Causation Survey,” 
NHTSA National Center for Statistics and Analysis​, February 2015. 
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812115 ​. 
6 “U.S. DOT, National Safety Council Launch 'Road to Zero' Coalition to End Roadway Fatalities,” 
National Highway Traffic Safety Administration ​,” October 3, 2016. 
https://www.nhtsa.gov/press-releases/us-dot-national-safety-council-launch-road-zero-coalition-end-road
way-fatalities​. 
7 Adam Thierer and Caleb Watney, “Every day matters with driverless cars,” ​The Hill ​, October 20, 2016. 
http://thehill.com/blogs/congress-blog/technology/301938-every-day-matters-with-driverless-cars​. 
8 Adam Thierer and Caleb Watney, “Comment on the Federal Automated Vehicles Policy,” ​Mercatus 
Center Public Interest Comments​, December 5, 2016. 
https://www.mercatus.org/publications/comment-federal-automated-vehicles-policy​.  
9 Lesley K. McAllister, “Harnessing Private Regulation,” ​Michigan Journal of Environmental & 
Administrative Law​, 2014. 
http://repository.law.umich.edu/cgi/viewcontent.cgi?article=1027&context=mjeal ​. 

http://thehill.com/blogs/congress-blog/technology/301938-every-day-matters-with-driverless-cars
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812115
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812332
http://repository.law.umich.edu/cgi/viewcontent.cgi?article=1027&context=mjeal
https://www.mercatus.org/publications/comment-federal-automated-vehicles-policy
https://www.nhtsa.gov/press-releases/us-dot-national-safety-council-launch-road-zero-coalition-end-roadway-fatalities
https://www.nhtsa.gov/press-releases/us-dot-national-safety-council-launch-road-zero-coalition-end-roadway-fatalities


 

company. Industry-regulatory guidelines are the best practices and standards voluntarily agreed 
upon by companies across an industry. Cross-industry regulation refers to the way adjacent 
industries like platform or insurance companies enforce their own standards, serve as 
coordination points, and act as external checks against bad behavior.  
 
Self-regulation: 
AV manufacturers have a strong incentive to avoid crashes and insecure data practices. For the 
countless companies developing this technology, a public relations nightmare lurks behind 
every disengagement, alleged hack, and vehicle collision (regardless of which party is at fault).  
 
Given the high profile of the technology and its development, the media has been vigilant in its 
coverage of the details of AV development.  As the technology gets closer to market, this focus 10

will only intensify. Some consumers may be skeptical of this technology at first glance, and if 
any single company experiences more high-profile accidents or hacks than the others, the 
future of their work in the area will be placed at serious risk. 
 
In this way, from a pure public health perspective, in which over 40,000 Americans are killed 
and countless hundreds of thousands injured each year using conventionally operated vehicles, 
AV manufacturers may be overly inclined to exercise a preference for delayed deployment to 
mitigate even small reputational risks. Yet, the sooner AV’s are on the road, the sooner they can 
begin to push their way up the learning curve, and the sooner they can start saving lives.  
 
Because AV manufacturers have such strong incentives to provide a safe consumer 
experience, we should expect them to think hard about the best kinds of technologies to 
accomplish their goals. For instance, when it comes to V2V communication, if DSRC will really 
provide enormous boosts to safety relative to the price of implementation, there can be little 
doubt that companies will work to pursue the technology voluntarily. Similarly, since companies 
are aware of and are planning for the unique challenges and vulnerabilities that AVs and CVs 
bring from a cybersecurity perspective they are inclined to take steps to limit their exposure to 
such risks. Google, for example, has consciously opted to minimize the amount of time their 
AVs spend connected to the internet as a way of minimizing their susceptibility to hackers.   11

 
Industry-regulatory guidelines: 
It is already the case that cyber-security best practices are capable of being formalized across 
the industry through groups like the Automotive Information Sharing and Analysis Center (Auto 
ISAC).  The group publishes regular best practices reports compiled from subject matter 12

10 Jordan Golson, “Tesla driver killed in crash with Autopilot active, NHTSA investigating,” ​The Verge ​, 
June 30, 2016. 
http://www.theverge.com/2016/6/30/12072408/tesla-autopilot-car-crash-death-autonomous-model-s​. 
11 David Curry, “Google’s Waymo self-driving cars kept offline to avoid hackers,” ​Readwrite​, January 11, 
2017. ​http://readwrite.com/2017/01/11/google-waymo-security-tl4/​. 
12 ​Automotive Information Sharing and Analysis Center​, July 2015. 
https://www.automotiveisac.com/index.php ​. 

http://readwrite.com/2017/01/11/google-waymo-security-tl4/
http://www.theverge.com/2016/6/30/12072408/tesla-autopilot-car-crash-death-autonomous-model-s
https://www.automotiveisac.com/index.php


 

experts from within their member organizations.  Crucially, the members “represent more than 13

99 percent of light-duty vehicles [manufacturers] on the road in North America.”  Functionally 14

the entire field is subject the the private organization’s standards.  
 
Additionally, Auto ISAC serves as a clearinghouse for emerging cyber vulnerabilities. Members 
all benefit from the identification and neutralization of cyber threats, so they submit 
susceptibilities they encounter to Auto ISAC, which then pushes out updates as solutions are 
discovered.  
 
With such a large pool of member organizations, it is apparent that Auto ISAC and other groups 
like it can serve as a focal point for adopting new security standards across the industry. 
Crucially, doing so obviates the need for standards to be ensconced in statute or regulation, 
where rapid-reaction and flexibility are not easily achieved.  
 
Cross-industry regulation: 
Transportation network companies (TNCs) like Uber and Lyft have burst onto the scene in 
recent years. Their platforms have enabled millions of customers across the globe to access 
cheap, affordable rides by matching consumers who want rides with private drivers who are 
willing to give them. This model is sometimes called a ‘multi-sided platform’ in economics 
literature.  A similar approach to organizing transportation may be in the offing for AVs, and it 15

has important ramifications for the private regulation of the industry. 
 
Some studies suggest that in large urban areas, most consumers will interact with AVs and CVs 
primarily through platform companies that manage entire fleets.  As today, consumers would 16

summon an AV TNC via mobile application, enter the destination, and ride in the AV until the 
destination is reached.  
 
The appeal of this model is that a single platform company would be capable of servicing 
thousands of AV taxis in a city.  Due to efficiencies gained through automation, primarily the 17

lack of driver and lower insurance premiums, industry analysts have estimated that an 
autonomous taxi could cost as little as 35 cents per mile, passing on huge savings to 

13 “Automotive Cybersecurity Best Practices,” ​Automotive Information Sharing and Analysis Center​, July 
2016. ​https://www.automotiveisac.com/best-practices/​. 
14 “Seven OE suppliers join as new members of Auto-ISAC,” ​Telematics News​, February 24, 2017. 
http://telematicsnews.info/2017/02/24/seven-oe-suppliers-join-as-new-members-of-auto-isac/​. 
15 Andrei Hagiu and Julian Wright, “Multi-Sided Platforms,” ​Northwestern Pritzker School of Law Searle 
Center on Law, Regulation, and Economic Growth ​, March 2015. 
http://www.law.northwestern.edu/research-faculty/searlecenter/events/internet/documents/Hagiu_Wright_
MSP_03192015.pdf​. 
16 Todd Litman, “Autonomous Vehicle Implementation Predictions: Implications for Transport Planning,” 
Victoria Transport Policy Institute​, February 27, 2017. ​http://www.vtpi.org/avip.pdf​. 
17 Ibid. 

http://telematicsnews.info/2017/02/24/seven-oe-suppliers-join-as-new-members-of-auto-isac/
https://www.automotiveisac.com/best-practices/
http://www.law.northwestern.edu/research-faculty/searlecenter/events/internet/documents/Hagiu_Wright_MSP_03192015.pdf
http://www.law.northwestern.edu/research-faculty/searlecenter/events/internet/documents/Hagiu_Wright_MSP_03192015.pdf
http://www.vtpi.org/avip.pdf


 

consumers.  In fact, on-demand transportation this inexpensive could make car ownership less 18

economically attractive.  These factors make a powerful case for a future in which AV fleet 19

operators will command a significant portion of the overall market share for AV. 
 
Should such a future come to pass, these fleet operators will have some unique private 
regulatory capabilities through their function as platform companies. For instance, because 
platform companies stand as public facing intermediates between manufacturers and 
consumers, they feel customer pressure on issues like comfort, security, and efficiency more 
directly than manufacturers do. As a result, fleet operators would be more likely to be 
responsive to shifting consumer concerns than AV manufacturers. Additionally, because 
platform companies command significantly more marketshare than any individual purchaser, 
fleet operators could also enforce minimum levels of security or help standardize particular 
privacy standards.  
 
While not technically platform companies themselves, an example of this effect can be found in 
the relationship between food producers and retail stores like Walmart and Costco. Retail stores 
directly interface with customers and thus have unique local knowledge about the preferences 
and food safety tolerances of consumers. They utilize this knowledge to enforce minimum 
requirements on freshness, variety, size, and cleanliness on food producers.  Walmart in effect 20

acts as a private regulator on the companies for which they stand as an intermediary. 
 
Note that individuals buying directly from manufacturers also gain from the self-regulatory 
efficiencies brought into the market by platform companies. The larger the market share of 
these platform companies, the greater their ability to help set and coordinate safety standards 
across the industry, and individuals can free ride off the positive externalities that result. 
 
Other third-parties, like insurance companies, are also set to be major players in crafting the 
industry standards that govern AVs and CVs. Because individuals and fleet operators are still 
going to be mandated to demonstrate proof of financial responsibility while operating on public 
roads, those that shoulder the risk associated with the state requirements are going to have the 
ability to encourage best practices. As they were with other vehicle safety developments, 
insurance companies may act as powerful coordinators and motivators in developing industry 
self-regulatory and safety standards. 
 
The combined effect of manufacturers’ pre-existing incentives for safety, the market power 
brought in by fleet operators as platform companies, and the ability for insurance companies to 

18 Tasha Keeney, “Mobility-As-A-Service: Why Self-Driving Cars Could Change Everything,” ​ARK 
Investment Management Research ​, February 3, 2017. 
http://research.ark-invest.com/self-driving-cars-white-paper​. 
19 Ibid. 
20 “How Wal-Mart Manages Food Safety for 140 Million Shoppers a Week,” ​Wall Street Journal ​, October 
16, 2016. 
www.wsj.com%2Farticles%2Fhow-wal-mart-manages-food-safety-for-140-million-shoppers-a-week-1476
669660 ​. 

http://research.ark-invest.com/self-driving-cars-white-paper


 

further incentivize safety and security through lower rates, all lead us to the conclusion that 
robust mechanisms for constructive private regulation exist in the AV and CV market.  

The role for government 
Federal agencies should certainly be wary of over-regulating this infant industry, and they 
should also be cognizant of the fact that powerful self-regulatory standards will emerge and 
evolve as the industry grows. Nevertheless, the federal government has an important role to 
play. The AV and CV industries do not fall neatly within the realm of a single regulatory body, so 
it is important to lay out clear guidelines to ensure that multiple agencies are not competing over 
jurisdiction. The danger here being, if industry members do not understand the standards they 
are going to be held to beforehand, regulatory uncertainty will slow investment, decrease 
experimentation, and reduce the incentive to enter the industry.   21 22

 
The three primary agencies involved in the regulation of AVs and CVs are the FTC, NHTSA, 
and the FCC. The following sections will attempt to break out the clear dividing lines of 
responsibility for regulating this emerging industry.  

Role of the FTC 
The Federal Trade Commission is the nation's oldest and most experienced privacy and 
security regulator. They have evolved a framework over time that attempts to balance the 
protection of consumers’ privacy rights with the reasonable business interests of digital services 
and advertisers.  As such, it should fall to the FTC to ensure that AVs and CVs are united with 23

the existing privacy and data collection frameworks. Additionally, it should be within the purview 
of the FTC to consider preempting the establishment of anticompetitive licensing arrangements 
on the municipal level. 
 
Data collection and privacy: 
The amount of data created by AVs and CVs will be substantial: Intel estimates that each AV 
will create over 4 terabytes of data every day.  The heaviest flow of data will come from the 24

cameras and LiDAR sensors being used by the AV to interpret the outside world, but metadata 

21 Ariel Dora Stern, “Innovation under regulatory uncertainty: Evidence from medical technology,” ​Elsevier 
Journal of Public Economics​, January 2017. 
http://www.sciencedirect.com/science/article/pii/S0047272716301669 ​. 
22 Joshua Aizenman and Nancy Marion, “Policy Uncertainty, Persistence and Growth,” ​Wiley Online 
Library Review of International Economics​, June 1993. 
http://onlinelibrary.wiley.com/doi/10.1111/j.1467-9396.1993.tb00012.x/full ​. 
23 “Protecting Consumer Privacy in an Era of Rapid Change: Recommendations For Businesses and 
Policymakers,” ​Federal Trade Commission Report​, March 2012. 
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-
policymakers 
24 Khidr Suleman, “Intel Paves the Road for BMW’s iNext Autonomous Cars in 2021,” ​Intel ​, July 1, 2016.  
http://www.intel.co.uk/content/www/uk/en/it-managers/autonomous-cars.html ​. 

http://www.sciencedirect.com/science/article/pii/S0047272716301669
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers
https://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-businesses-policymakers
http://www.intel.co.uk/content/www/uk/en/it-managers/autonomous-cars.html
http://onlinelibrary.wiley.com/doi/10.1111/j.1467-9396.1993.tb00012.x/full


 

about the trip including origin, destination, road conditions, levels of congestion, and passenger 
data will all be picked up by sensors in the vehicles. There may be so much data created that it 
would be impractical to store or collect it all for long periods of time. Companies may have to 
pick and choose which types of data they want to collect and analyze for long and short term 
use. As an example, it seems unlikely that companies will keep high resolution, 360-degree 
video of all recorded time spent driving across a fleet of tens of thousands of AVs. The storage 
costs of such an attempt would quickly grow to be prohibitive at current price levels.  
 
Given this reality, the FTC should largely leave it up to individual companies which parts of this 
data trove they wish to regularly collect and analyze. The enormous wealth of data created from 
large scale deployment of AVs and CVs does not have an appropriate analog in a related 
industry, so it’s difficult to predict beforehand the types of data that will prove to be the most 
useful. As such, it is important for regulators to recognize that the uses and applications of data 
in AVs will shift and evolve with time. The FTC should not attempt to impose data restrictions on 
the types of data collected by AV manufacturers or fleet operators. A more flexible approach, 
in-line with privacy regulation in other industries would narrowly restrict harmful uses of data by 
companies when it is clear that the harms outweigh the benefits.  
 
In joint comments on the FAVP from R Street, TechFreedom, and CEI, we pointed out that:  
 

“Businesses, consumers and society generally stand to benefit immensely from both 
current and as-yet unidentified data flows. Thus, consumers are likely better off on net 
when the collection of data from them in voluntary transactions remains generally 
unencumbered; rather than requiring repeated consumer affirmations, the better way to 
protect consumers is usually to require (i) general disclosure as to what data is being 
collected that consumers might not expect to be collected, (ii) that users may opt out in 
certain circumstances, and (iii) that affirmative action by the consumer be required only 
when the potential harm is great enough to outweigh the benefits.”   25

 
As a way of formalizing our suggested framework for the FTC, we built the following taxonomy 
which covers the spectrum of consent and disclosure issues associated with AVs and CVs.  26

25 Marc Scribner, Ian Adams, and Berin Szoka, “Comments of CEI, R Street, & TechFreedom on Federal 
Automated Vehicles Policy,” ​R Street Institute ​, November 22, 2016. 
http://www.rstreet.org/wp-content/uploads/2016/12/CEI-et-al-NHTSA-FAVP-guidance-comments.pdf 
26 Ibid. 

http://www.rstreet.org/wp-content/uploads/2016/12/CEI-et-al-NHTSA-FAVP-guidance-comments.pdf


 

 
 
Crash data:  
One area of data collection which may require more direct oversight by the FTC is the collection 
and storage of data around crashes. This information is currently vital for the rating, 
underwriting, and claims processes of the nation’s automobile insurers. In the context of AVs, its 
importance will only grow. AVs have the ability to record and retain detailed collision-related 
information. With that information, through video evidence from vehicle cameras and LiDAR 
sensors, insurers may be able to more easily resolve claims and cut-down on costly instances of 
insurance fraud. There is precedent for the promise offered by AVs in this space. When 
dashboard mounted cameras and/or other video devices are present, the claim-settlement 
process is made significantly easier.   27

 

27 “Why You Should Install A Dash Cam,” ​The Automobile Association ​. 
https://www.theaa.com/car-insurance/advice/why-you-should-install-a-dash-cam​. 

https://www.theaa.com/car-insurance/advice/why-you-should-install-a-dash-cam


 

Given that proof of financial responsibility is required by law at the state-level, the need for this 
data is virtually ensconced in law. Moving forward with input from industry, it may be logical for 
the FTC to make some accommodation for that constructively-mandated data’s collection, 
storage, and sharing.  
 
Oversight of anti-competitive municipal licensing practices: 
The FTC has a long and distinguished history of competition advocacy, and has recently been 
putting more of a focus on anticompetitive actions taken by local and state level municipalities 
that act as barriers to competition ​— ​specifically in regard to occupational licensing.  This new 28

focus is welcome and would be desirable within the context of AVs as well.  
  
As AV and CV technology continues to progress, some believe that it will supplement or outright 
replace traditional public transportation services in urban areas.  Point-to-point, affordable, 29

autonomous taxis may be just as cheap, but more convenient than metro or rail services.  30

Additionally, as new urban areas are coming on-line, the idea of skipping building these costly 
services altogether in lieu of subsidizing individual private ridesharing companies like Lyft and 
Uber has been embraced by some cities.  As autonomous taxis make this option cheaper, this 31

will only become more a viable and attractive model for local municipalities.  
 
There is a danger then, that cities may seek exclusive licensing or subsidy deals with specific 
AV fleet operators. The goal in doing so would be to establish preferential treatment reminiscent 
of monopolistic taxi services. Deals like these would undermine the competitiveness of the AV 
market and lead to less innovation and higher prices for consumers in the long run.  
 
Cities that would like to subsidize the use of AVs and CVs for the purposes of public 
transportation should do so in a broad-based manner that doesn’t discriminate against particular 
companies or transportation models. It is important for the FTC to recognize this potential 
danger and begin contemplating preemptive action to prevent this scenario. Federal legislation 
may be necessary to give the agency this type of preemptive authority.  
 
Facilitating industry roundtables to coordinate safety protocols: 

28 “FTC Launches New Website Dedicated to Economic Liberty,” ​Federal Trade Commission, ​March 16, 
2017. 
https://www.ftc.gov/news-events/press-releases/2017/03/ftc-launches-new-website-dedicated-economic-li
berty  
29 David Dudley, “Self-Driving Cars Are Going to Beat Up on Trains, Too,” ​CityLab ​, October 3, 2016. 
https://www.citylab.com/transportation/2016/10/self-driving-cars-are-going-to-beat-up-on-trains-too/50243
0/  
30 Tasha Keeney, “Mobility-As-A-Service: Why Self-Driving Cars Could Change Everything,” ​ARK 
Investment Management Research ​, February 3, 2017. 
http://research.ark-invest.com/self-driving-cars-white-paper​. 
31 “Some cities are subsidizing Uber rides to cut public transportation costs,” ​Business Insider​, December 
15, 2016. 
http://www.businessinsider.com/some-cities-are-subsidizing-uber-rides-to-cut-public-transportation-costs-
2016-12 ​. 

https://www.ftc.gov/news-events/press-releases/2017/03/ftc-launches-new-website-dedicated-economic-liberty
http://www.businessinsider.com/some-cities-are-subsidizing-uber-rides-to-cut-public-transportation-costs-2016-12
http://www.businessinsider.com/some-cities-are-subsidizing-uber-rides-to-cut-public-transportation-costs-2016-12
https://www.citylab.com/transportation/2016/10/self-driving-cars-are-going-to-beat-up-on-trains-too/502430/
https://www.citylab.com/transportation/2016/10/self-driving-cars-are-going-to-beat-up-on-trains-too/502430/
https://www.ftc.gov/news-events/press-releases/2017/03/ftc-launches-new-website-dedicated-economic-liberty
http://research.ark-invest.com/self-driving-cars-white-paper


 

One method the FTC can use to actively facilitate the development of industry-regulatory 
standards is simply bringing them to the table — literally. Organizing roundtables can be a 
useful way of ensuring that key members of the industry have the connections and opportunities 
necessary for a robust intra-industry discussion about safety and privacy protocols. 

Role of NHTSA 
NHTSA, perhaps, has the largest role to play in regulating AVs, but the smallest in regulating 
CVs. NHTSA’s expertise as an agency is primarily around data collection, analysis, and recall 
authority, whereas the FTC is geared to handle the privacy and security concerns of CVs. 
NHTSA may also have a role to play in preempting particular aspects of state and local level 
regulation like manufacturing requirements and preventing arrangements exclusive to particular 
municipal jurisdictions.  
 
Statistics and data sharing: 
NHTSA has an extensive record of keeping statistics on automobile accidents and trends 
nationwide. During this transition to AVs and CVs, NHTSA’s role in helping other regulators and 
the public understand the extent and speed of rollout will be crucial. NHTSA should continue to 
carefully monitor accident data and report the causes and trends in automobile accidents and 
fatalities. In particular, it will be important for NHTSA to track the number of miles driven by AVs 
and CVs and break out the crash and fatality data by model and manufacturer. As AV 
manufacturers pursue different strategies in achieving SAE-5 levels of automation, 
understanding the experience of particular models and technologies will be a useful regulatory 
benchmark, and part of the public discussion.   32

 
Recall authority: 
One of NHTSA’s strongest tools in the regulation of traditional automobiles is the ability to recall 
motor vehicles that fail to comply with the Federal Motor Vehicles Safety Standards (FMVSS) 
requirements. Since Congress granted NHTSA this authority, over 390 million cars, trucks, 
buses, and motorcycles have been recalled to correct safety defects.  As we look to manage 33

the transition to AVs and CVs, this recall authority may have to be evaluated in an era where 
over-the-air software updates will fix the majority of AV defects that arise.  
 
When AVs have traditional physical defects that violate FMVSS in the same way that non-AVs 
would, (i.e. wheels that crack or break, wiring systems that result in fires, airbags that don’t 
deploy properly) we would recommend NHTSA enforce recalls in the same manner they employ 
today. New physical components like LiDAR sensors may also fall into the same category. But 

32 “Automated Driving: Levels of Driving Automation Are Defined in New SAE International Standard 
J3016,” ​Society of Automotive Engineers International ​, September 2016. 
https://www.sae.org/misc/pdfs/automated_driving.pdf​. 
33 “Motor Vehicle Defects and Safety Recalls: What Every Vehicle Owner Should Know,” ​NHTSA Motor 
Vehicle Safety Defects and Recalls​. ​https://www-odi.nhtsa.dot.gov/recalls/recallprocess.cfm​. 

https://www-odi.nhtsa.dot.gov/recalls/recallprocess.cfm
https://www.sae.org/misc/pdfs/automated_driving.pdf


 

the inner-workings of the algorithms and software that govern AVs and CVs may require a 
different status altogether. 
 
Speedy software updates could be the difference between life and death. After the Tesla 
autopilot accident in June 2015 that resulted in the first autopilot fatality, engineers quickly 
began working on a complete overhaul of the autopilot system and pushed out a major update 
in just a few months.  Post-sale software updates are going to be an essential part of fixing 34

problems as soon as they arise, and anything that slows down that process will be a dangerous 
impediment. It would not then be desirable for NHTSA to play ‘code police’ and attempt to 
investigate and regulate every post-sale software update that AV manufacturers push out to 
their fleet as they suggested in their Federal Automated Vehicle Policy published last year.   35 36

NHTSA should instead focus its efforts on promoting general best practices to guide 
manufacturer self-certification. 
 
Oversight of state safety-standards: 
While cities are more likely to create exclusive agreements with AV fleet providers than states 
are, there is a separate, but also important, preemption issue in the states as well: 
safety-standard requirements. Some jurisdictions have proactively crafted regulatory 
frameworks that obliquely address matters better left to the federal government. These 
frameworks are of differing quality and, insofar as they deviate from the traditional allocation of 
authority between state and federal areas of responsibility, risk creating a patchwork of state 
regulatory approaches. 
 
NHTSA should seek to resolve ambiguity. For instance, while the Federal Automated Vehicle 
Policy’s guidance lays down sensible distinctions between state and federal authority, it also 
includes a “model state policy” that suggests states make certain safety standards mandatory, 
even though the guidance is otherwise non-binding. Addressing this issue is particularly crucial, 
because state legislatures across the country are unsure whether they should follow the 
guidance as written since it is unclear whether it will continue to exist at all. 
 
In states that have not passed legislation, lawmakers are considering legislation to create the 
mandatory standards apparently required by the NHTSA. This would disrupt the balance 
between activities best left to the states, such as licensing, registration, liability, and insurance, 
and all safety-standard-related activities, which are best left to the federal government. 
Clarifying the states’ proper role would go a long way toward addressing many of the problems 
now popping up in state capitals. 

34 Will Oremus, “How Tesla Fixed a Deadly Flaw in Its Autopilot,” ​Slate ​, September 12, 2016. 
http://www.slate.com/articles/technology/future_tense/2016/09/how_tesla_s_software_update_fixed_a_de
adly_flaw_in_autopilot.html ​. 
35 “Federal Automated Vehicles Policy,” ​National Highway Traffic Safety Administration ​, September 2016. 
https://www.transportation.gov/AV/federal-automated-vehicles-policy-september-2016​. 
36  Adam Thierer and Caleb Watney, “Comment on the Federal Automated Vehicles Policy,” ​Mercatus 
Center Public Interest Comments​, December 5, 2016. 
https://www.mercatus.org/publications/comment-federal-automated-vehicles-policy​. 
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NHTSA’s proper role is as a national regulator of safety standards. We would thus encourage 
NHTSA to both clarify its existing guidance, via an update to the FAVP, and to assist federal 
lawmakers as they consider legislation designed to preempt the creation of bespoke state safety 
requirements. 

Role of the FCC 
Do not force technical mandates: 
The Federal Communications Commission has the smallest role to play, primarily as a facilitator 
of radio-spectrum, if, and when, the industry needs it. To date, the FCC has been overly 
aggressive in pushing Dedicated Short Range Communications (DSRC) as a specific technical 
standard. Yet, the federal government does not have a good track record at maintaining flexible 
technical standards when compared to industry self-regulation.  
 
Consider, for example, the consistent evolution of cellular standards which have been modified 
many times over the past 20 years without specific device mandates.  Contrast that with the 37

FCC’s mandate for broadcast television standards which have remained mostly stagnant for 60 
years.  On this basis, consumers are better served by the FCC taking a more passive role and 38

allowing a multi-stakeholder, industry-driven model to set the standard. 
 
Provide access to spectrum, but not for free: 
Part of the complaint made by the FCC is that it has been providing unpriced access to a 
set-aside portion of the radio spectrum specifically for the use of DSRC, and they are frustrated 
it hasn’t been taken advantage of yet by automobile manufacturers.  While this is 39

understandable, perhaps it is indicative of the fact that this specific technology isn’t as useful at 
this present moment as they imagined it would be.  
 
We recommend, as part of a broader effort to price and increase the flexibility of spectrum 
available to the market, the FCC reclassify this band as exclusively assigned, flexible-use 
spectrum and auction off licences to the highest bidder.  If AV and CV manufacturers believe 40

this technology will be useful for them, they should be willing to pay for it. Most likely, V2V 
communication will only become viable when we have ‘driverless-car-only lanes’, where AVs 
can run at much faster speeds and with limited distance between each car. By this time, 

37 Brent Skorup, “The Department of Transportation’s Proposed Vehicle-to-Vehicle Technology Mandate 
Is Unprecedented and Hasty,” ​Mercatus Center Public Interest Comments ​, April 14, 2017. 
https://www.mercatus.org/publications/department-transportation-v2v-technology-mandate​. 
38 Ibid. 
39 “Public Notice on Unlicensed National Information Infrastructure (U-NII) Devices in the 5 GHz Band,” 
Federal Communications Commission,​ June 1, 2016. 
https://apps.fcc.gov/edocs_public/attachmatch/FCC-16-68A1.pdf​. 
40 Ryan Radia and Joseph Kane, “A Case for Property Rights in the Electromagnetic Spectrum,” 
Competitive Enterprise Institute ​, April 6, 2017. 
https://cei.org/content/case-property-rights-electromagnetic-spectrum​. 
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however, a superior version of DSRC will almost certainly exist, and it may utilize different 
bands than the DSCR spectrum set-asides that have now lain fallow for nearly two decades. We 
encourage the FCC to continue allowing flexible usage of DSRC spectrum for AV and CV 
communications, while also recognizing parallel efforts at 3GPP and elsewhere to standardize 
AV and CV communications protocols, and allowing the market to dictate which standards are 
best suited to the future of AVs and CVs. 

Conclusion: 
AVs are coming quickly and have the potential to save tens of thousands of lives a year while 
radically reshaping the way we commute. In order to get this life-saving innovation on the roads 
as quickly as possible, the federal government needs to strike a difficult balance: it must devise 
rules that give the industry clarity and certainty; avoid overlapping jurisdictions; preempt certain 
anti-competitive state and local level regulations; and facilitate the growth of private regulation. 
 
Industry groups have the right incentives here, and we should let them take the lead. But every 
day matters with AVs, and a healthy, balanced regulatory system will help us all reach this 
brighter future even faster.  
 
 
 


