Street

Free markets. Real solutions.

R STREET POLICY STUDY NO. 133
March 2018

POLICY APPROACHES TO THE
ENCRYPTION DEBATE

Charles Duan, Arthur Rizer,
Zach Graves and Mike Godwin

INTRODUCTION

fierce debate has been ongoing for many years over
strong computer encryption of communications and
data, which can both deliver security and privacy for
individuals but also make it difficult for the intelli-
gence and law enforcement communities to perform their
surveillance and investigative duties. In particular, the ques-
tion of whether encryption systems should be required to
have a “backdoor” to give the government special access to
encrypted information remains divisive.!

Views on the question seem diametrically opposed: law
enforcement communities contend that crime and terror
will reign if the government cannot read all encrypted mes-
sages and information; by contrast, companies, technolo-
gists and civil liberties advocates decry the devastation to

1. “Don’t Panic: Making Progress on the ‘Going Dark’ Debate,” Berkman Center for
Internet and Society, Feb. 1, 2016, pp. 5-7. https://cyber.harvard.edu/pubrelease,
dont-panic/Dont_Panic_Making_Progress_on_Going_Dark_Debate.pdf; “Decrypting
the Encryption Debate: A Framework for Decision Makers,” National Academy of Sci-
ences, 2018, pp. 6-7. https:/www.nap.edu/catalog/25010/decrypting-the-encryption-
debate-a-framework-for-decision-makers.
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individual rights and public security if strong encryption is
compromised. These polarized views have left policymakers
at an impasse.

However, such seemingly irreconcilable perspectives on
either side of the debate arise primarily because encryption
policy is treated as a thought experiment, often with over-
simplified facts coupled with a great deal of certainty. For
example, the most commonly employed hypothetical scenar-
io involves the following: an encrypted message or communi-
cation that—if only the government were able read it—would
reveal the secrets required to stop a deadly attack or to bring
a terrorist to justice.

This resembles another famous thought experiment: the
“ticking time bomb,” where torturing a suspect is the guar-
anteed and only means to defuse the bomb.2 While this latter
conundrum has also generated volumes of polarized debate,
its most pragmatic solution is one that can also be applied
to the issue of encryption, which is to reject the hypotheti-
cal’s frame. This requires the realization that the thought
experiment’s simplified assumptions are not consistent with
reality, accompanied by a shifted focus onto real-world ques-
tions about whether and how actual systems might be imple-
mented.

Consistent with this pragmatic analysis, we believe that the
right approach to the encryption debate is to consider three
questions that must be answered before any encryption back-
door could possibly be advisable: whether there is empirical

2. See, e.g., Fritz Allhoff, “A Defense of Torture: Separation of Cases, Ticking Time-
Bombs, and Moral Justification,” International Journal of Applied Philosophy 19:2
(2005), p. 243. http:/files.allhoff.org/research/A_Defense_of Torture.pdf.
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evidence of a need for and benefit of a backdoor; whether
there is a satisfactory technical solution; and whether law
and policy can implement that technical solution. In contrast
to the purely theoretical nature of the issue currently, each
of these is amenable to experimentation, evidence-based
debate and thoughtful discussion. Nevertheless, given the
facts known today, it is unlikely that the associated hurdles
will be overcome. Moreover, it is nearly impossible to over-
come them all. That said, there is at least a way forward if
stakeholders are willing to explore the three-part, real-world
framework of cost-benefit analysis, adversarial testing of
technology and policy implementation.

Accordingly, the present study provides background on
encryption, backdoors, the “going dark” problem and the
current debate. It then reviews each of these three prongs,
develops a portion of the analytical framework, applies the
facts as known today, and identifies policy proposals and
points of future study in order to advance the discussion past
its current stalemate.

ENCRYPTION: AN OVERVIEW

Encryption is a method by which a message or other infor-
mation is converted by a mathematical process such that the
original message can only be recovered with a “key,” usually a
numerical value that can undo the code.? For example, a sim-
ple form of encryption would be to systematically replace let-
ters in a message with other letters. In this case, the encryp-
tion key would be the table of letter replacements.*

The purpose of modern encryption is largely twofold. First, it
prevents eavesdroppers from listening in on private conver-
sations. Second, it provides those participating with assur-
ance that they are talking with the people they expect.® This
makes modern encryption an important tool for numerous
private applications. For example, e-commerce transactions
are encrypted to prevent thieves from stealing credit card
numbers. Email and cell phone calls are encrypted to stop
eavesdropping, and data stored on computers and mobile
devices are encrypted to prevent sensitive information
from being accessed if those devices are lost or stolen.® Data
encryption has thus become essential to basic economic life
and societal participation, as it gives the public confidence to
store and transmit personal and financial data on computer
systems.

3. Bernstein v. U.S. Dep’t of Justice, 176 F.3d 1132, 1137 (9th Cir. 1999).

4. Julius Caesar famously used this sort of encryption. See Suetonius, De Vita Caesa-
rum, tr. J.C. Rolfe (William Heinemann: 1914), |, sec. 56. https://catalog.hathitrust.org
Record/001182041.

5. Bernstein v. U.S. Dep’t of Justice, 176 F.3d 1137.

6. S. Kelly, “Security Implications of Using the Data Encryption Standard (DES),” Inter-
net Engineering Task Force RFC 4772, pp. 7-8, Dec. 2006. https:/www.rfc-editor.org
rfc/rfc4772.txt.

Perhaps more importantly, encryption is an important tool of
free speech and individual liberty. Repressive governments
often use surveillance of communications to keep tabs on
their citizens and encryption can offer a degree of freedom
from that surveillance.” As a recent United Nations Edu-
cational, Scientific and Cultural Organization (UNESCO)
report explains, “restriction of the availability and effective-
ness of encryption as such constitutes an interference with
the freedom of expression and the right to privacy.”®

The flipside of that individual liberty, however, is that
encryption can be used to oppose government power, such
as in military conflict against the nation, acts of terrorism or
criminal behavior. As a result, governments have long had an
interest in “breaking” encryption—that is, in applying vari-
ous measures to obtain encryption keys or otherwise deci-
pher encrypted messages. During the Second World War, for
example, British computer scientist Alan Turing famously
invented a mathematical engine that broke the German
“Enigma” encryption.’

Encryption thus holds substantial value to individuals, but
governments also see it as a threat that adversaries may
deploy against the national interest. It is this tension that
leads to the current debate over “going dark.”

THE “GOING DARK” PROBLEM AND THE BACK-
DOOR DEBATE

A term used in the law enforcement field, particularly by the
Federal Bureau of Investigation, “going dark” refers to the
process by which encryption or other techniques obscure
information in ways that prevent the government from
accessing it, even in situations wherein the government is
otherwise authorized by law to do so.!* With the increasing
prevalence of encryption, the FBI has expressed a “fear of
missing out” on preventable crimes or prosecutable crimi-
nals, arguing that it cannot access the necessary evidence."

7. Andy Greenberg, “Encryption App ‘Signal’ Is Fighting Censorship with a Clever
Workaround,” Wired, Dec. 21, 2016. https://www.wired.com/2016/12/encryption-app-
signal-fights-censorship-clever-workaround.

8. Wolfgang Schulz and Joris van Hoboken, “Human Rights and Encryption,”
UNESCO Series on Internet Freedom, 2016, p. 55. http://unesdoc.unesco.org,
images/0024/002465/246527E.pdf.

9. “The Enigma of Alan Turing,” Central Intelligence Agency, April 10, 2015. https://
www.cia.gov/news-information/featured-story-archive/2015-featured-story-archive,
the-enigma-of-alan-turing.html.

10. Testimony of Amy Hess, Executive Assistant Director, Federal Bureau of Inves-
tigation, Subcommittee on Information Technology of the House Committee on
Oversight and Government Reform, “Encryption Technology and Potential U.S. Policy
Responses,” 114th Congress (GPO, 2015), p. 9. https:/www.gpo.gov/fdsys/pka/CHRG-
114hhrg25879/pdf/CHRG-114hhrg25879.pdf.

1. James B. Comey, Director, Federal Bureau of Investigation, “Going Dark: Are Tech-
nology, Privacy, and Public Safety on a Collision Course?”, Brookings Institution, Oct.
16, 2014. https:/www.fbi.gov/news/speeches/going-dark-are-technology-privacy-
and-public-safety-on-a-collision-course.
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Itis, of course, not novel to use encryption to thwart the pry-
ing eyes of government agents. Jefferson and Madison them-
selves encrypted their letters to prevent them from being
read during the French Revolution.? Nevertheless, today’s
widespread adoption of encryption-enabled technology has
led law enforcement to call vociferously for a technical solu-
tion to the problem of going dark.

The most commonly proposed solution is the installation of
a “backdoor,” or a generalized change to current encryption
technologies that enables the government or law enforce-
ment to read encrypted communications and stored data.’®
In 2015, for example, the FBI argued that it needs a “way to
access encrypted systems and data,” or else “many investiga-
tions could be at a dead end.”** The problem, however, is that
while there can be little objection to a theoretically perfect
backdoor that only the government may access in permitted
situations, no such perfect backdoor exists. Technology can-
not inherently distinguish between good guys and bad guys,
and thus any backdoor will open at least some possibility
that hackers and rogue government officials will gain access.

Encryption backdoors are not a new idea within the federal
government: There have been several historical examples of
calls for—and even the successful installment of—backdoors
in standard encryption systems, often at the behest of the
National Security Agency. For example, the Data Encryp-
tion Standard (DES), which IBM developed in the 1970s
with the NSA’s input, has been alleged to include a form of
backdoor—namely an encryption key size sufficiently small
that “a $20 million machine can be built to break the pro-
posed standard in about 12 hours of computation time.”* The
unsuccessful Clipper Chip proposal was another attempt to
require a backdoor for government access.'® And the Dual
EC algorithm, adopted as part of federal encryption stan-
dards between 2006 and 2014, was widely suspected to have
included one that gave the NSA a secret edge in guessing

12. John A. Fraser, Ill, “The Use of Encrypted, Coded and Secret Communications Is an
‘Ancient Liberty’ Protected by the United States Constitution,” Virginia Journal of Law
and Technology 2:1 (1997), p. 2. http://violt.ora/wp-content/uploads/2017/Articles
vol2/issue/vol2_art2.html.

13. The term “backdoor” is used throughout only because it is the colloquial term
currently used in policy discussions. See, e.g., John Leyden, “We Need to Talk About
Mathematical Backdoors in Encryption Algorithms,” The Register, Dec. 15, 2017.
https://www.theregister.co.uk/2017/12/15/crypto_mathematical_backdoors. Other
commentators have used phrases such as “extraordinary access” or “privileged
access.” But these are not necessarily preferable because they have other meanings
in the information technology field. See, e.g., Sandra Henry-Stocker, “Unix: Controlling
Privileged Access,” Network World, July 28, 2014. https://www.networkworld.com,
article/2696974/operating-systems/unix---controlling-privileged-access.html.

14. Testimony of Amy Hess, “Encryption Technology and Potential U.S. Policy
Responses,” p. 1. https:/www.gpo.gov/fdsys/pka/CHRG-114hhrg25879/pdf/CHRG-
114hhrg25879.pdf.

15. Whitfield Diffie and Martin E. Hellman, “Exhaustive Cryptanalysis of the NBS Data
Encryption Standard,” Computer, June 1977, p. 74. https://stacks.stanford.edu/file,
druid:kf335sp7778/kf335sp7778.pdf.

16. A. Michael Froomkin, “The Metaphor Is the Key: Cryptography, the Clipper Chip,
and the Constitution,” University of Pennsylvania Law Review 143:3 (1995), p. 709.
http://scholarship.law.upenn.edu/penn_law_review/vol143/iss3/3.

encryption keys."” This suspicion was confirmed by internal
NSA documents later leaked by Edward Snowden.'

But the problem of going dark has attracted a great deal of
recent attention, in part due to recent investigations of ter-
rorist attacks involving encrypted cell phones,” and in part
due to the introduction of default device encryption and new
encryption services around 2014.2° Indeed, as late as 2011 the
FBI was not advocating for encryption backdoors. In fact,
its representative testified to Congress that year that “[a]
dressing the Going Dark problem does not require funda-
mental changes in encryption technology.”* Today’s narra-
tive has shifted substantially. For example, this year, current
FBI Director Christopher Wray called the need to redesign
encryption-based systems to assist law enforcement “an
urgent public safety issue.”?

Debate over encryption backdoors is polarized. Law enforce-
ment proponents that call for extensive access to encrypted
data are firmly pitted against companies and civil society
advocates who contend that any backdoor will fundamen-
tally weaken technology, communications, the Internet and
global competition.

Advocates on the law enforcement side have claimed that,
with increasing prevalence of “default-on” encryption, to
deny law enforcement a mechanism to access encrypted
information will lead to more crimes going unsolved and
further threats to public safety. James Comey, then-director
of the FBI, remarked in 2014 that “encryption threatens to
lead all of us to a very dark place.”” Deputy Attorney General

17. Bruce Schneier, “Did NSA Put a Secret Backdoor in New Encryption Standard?”,
Wired, Nov. 15, 2007. https://www.wired.com/2007/11/securitymatters-1115.

18. Nicole Perlroth, “Government Announces Steps to Restore Confidence on Encryp-
tion Standards,” The New York Times, Sept. 10, 2013. https://bits.blogs.nytimes.
com/2013/09/10/government-announces-steps-to-restore-confidence-on-encryp-
tion-standards.

19. Ellen Nakashima, “FBI Paid Professional Hackers One-Time Fee to Crack San Ber-
nardino iPhone,” The Washington Post, April 12, 2016. https:/www.washingtonpost.
com/world/national-security/fbi-paid-professional-hackers-one-time-fee-to-crack-
san-bernardino-iphone/2016/04/12/5397814a-00de-11e6-9d36-33d198ea26¢5_story.
html.

20. Apple and Google announced default encryption for their devices in 2014, and an
encrypted communications app, Signal, was released the same year. See Joe Miller,
“Google and Apple to Introduce Default Encryption,” BBC News, Sept. 19, 2014. http://
www.bbc.com/news/technology-29276955; and Andy Greenberg, “Your iPhone

Can Finally Make Free, Encrypted Calls,” Wired, July 29, 2014. https:/www.wired.
com/2014/07/free-encrypted-calling-finally-comes-to-the-iphone.

21. Testimony of Valerie Caproni, General Counsel, Federal Bureau of Investigation,
Subcommittee on Crime, Terrorism and Homeland Security of the House Commit-
tee on the Judiciary, “Going Dark: Lawful Electronic Surveillance in the Face of New
Technologies,” 112th Congress (GPO, 2011), p. 12. http://judiciary.house.gov/_files
hearings/printers/112th/112-59_64581.pdf.

22. Christopher Wray, “Raising Our Game: Cyber Security in an Age of Digital Trans-
formation,” FBI International Conference on Cyber Security, Jan. 9, 2018. https:/www.
fbi.gov/news/speeches/raising-our-game-cyber-security-in-an-age-of-digital-trans-
formation.

23. Comey. https:/www.fbi.gov/news/speeches/going-dark-are-technology-privacy-
and-public-safety-on-a-collision-course.
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Rod Rosenstein has similarly warned: “Encrypted communi-
cations and devices pose the greatest threat to public safety
when they are part of mass-market consumer devices and
services that enable warrant-proof encryption by default.”
Another FBI employee reportedly called Apple developers
“jerks” and “evil geniuses” for making iPhone passwords
more difficult to guess.?

The solution that law enforcement seeks has generally
been a blanket obligation on software or device vendors
to enable the government to retrieve unencrypted data or
intercept unencrypted communications. The Manhattan
District Attorney’s Office has proposed federal legislation
that requires smartphone and tablet manufacturers to ren-
der those devices “capable of being accessed by the designer
in unencrypted form pursuant to a search warrant or other
lawful authorization.”?® During his tenure as FBI director,
Comey called instead for “a regulatory or legislative fix” to
enable law enforcement to overcome encryption.

Denouncements of such proposals have been equally vigor-
ous. In 2015, a group of fifteen computer scientists and secu-
rity experts posited that encryption backdoors “are unwork-
able in practice, raise enormous legal and ethical questions,
and would undo progress on security at a time when Inter-
net vulnerabilities are causing extreme economic harm.”?’
Cybersecurity experts have also warned that any encryption
backdoor “may result in adverse collateral effects, affecting
the competitiveness of American businesses and U.S. nation-
al security.”?® Representative Ted Lieu (a Stanford computer
science graduate) has also quipped: “Creating a pathway for
decryption only for good guys is technologically stupid. You
just can’t do that”?

Given such strong opinions about backdoors, opponents
have largely expressed unwillingness to explore proposals
on the subject. A 2015 letter signed by civil society organiza-
tions, companies, trade associations, and security and policy

24. Rod J. Rosenstein, Deputy Attorney General, “Remarks at the U.S. Naval Acad-
emy,” Oct. 10, 2017. https://www.justice.gov/opa/speech/deputy-attorney-general-
rod-j-rosenstein-delivers-remarks-encryption-united-states-naval.

25. Lorenzo Franceschi-Bicchierai, “FBI Hacker Says Apple Are ‘Jerks” and ‘Evil
Geniuses’ for Encrypting iPhones,” Vice: Motherboard, Jan. 10, 2018. https://moth-
erboard.vice.com/en_us/article/59wkkk/fbi-hacker-says-apple-are-jerks-and-evil-
geniuses-for-encrypting-iphones.

26. “Smartphone Encryption and Public Safety: An Update to the November 2015
Report,” Manhattan District Attorney’s Office, November 2016, p. 32. https:/www.
manhattanda.org/wp-content/themes/dany/files/Report%200n%20Smartphone%20
Encryption%20and%20Public%20Safety:%20An%20Update.pdf.

27. Peter G. Neumann et al., “Keys Under Doormats: Mandating Insecurity by Requir-
ing Government Access to All Data and Communications,” Communications of the
ACM 58:10 (October 2015), p. 1. http:/www.csl.sri.com/users/neumann/cacm237.pdf.

28. “The Ground Truth About Encryption and the Consequences of Extraordi-
nary Access,” The Chertoff Group, 2016, p. 17. https://www.chertoffgroup.com
files/238024-282765.groundtruth.pdf.

29. “Encryption Technology and Potential U.S. Policy Responses,” p. 69. https:/www.
apo.gov/fdsys/pkg/CHRG-114hhrg25879/pdf/CHRG-114hhrg25879.pdf.

experts thus called on the Administration “to reject any pro-
posal that U.S. companies deliberately weaken the security
of their products.”*

However, to a degree, such narrow, largely theoretical
debates are oversimplifications. The question of whether
we should or should not have backdoors for law enforce-
ment must be predicated on a deliberate analysis of whether
or not they are actually necessary and useful, technological-
ly possible and/or implementable in the first place. These
are practical questions about real-world systems, and more
importantly they are amenable to evidence-based testing and
discussion. Accordingly, the following sections analyze these
three main questions that should be answered before any
backdoor could be advisable.

QUESTION ONE:
IS A BACKDOOR NECESSARY OR USEFUL?

No backdoor should be forced upon encrypted systems
unless the benefits outweigh the costs. The costs are well
known and established in other literature and include risks to
national security,® increased public exposure to thieves and
hackers,* injury to economic and global competitiveness,*
and diminishment of individual privacy and liberty.>

The benefits of a backdoor should also be quantifiable. For
example, statistics can be produced on the number of crimes
that go unsolved or criminals who are not prosecuted suc-
cessfully because key evidence was available but remained
encrypted. If that quantitative evidence were produced, poli-
cymakers would then be faced with the likely difficult task of
balancing the costs and benefits.

Lack of empirical evidence

As it stands, such evidence has not surfaced in the first place.
The benefits of an encryption backdoor that proponents have

30. “Letter from civil society organizations, companies, trade associations, and secu-
rity and policy experts, to President Barack Obama,” May 19, 2015, p. 1. https://static.
newamerica.org/attachments/3138--113/Encryption_Letter to_Obama_final_051915.
pdf.

31. See, e.g., Peter Swire and Kenesa Ahmad, “Encryption and Globalization,”
Columbia Science and Technology Law Review 13:2 (2012), pp. 454-57. http://stlr.or
volumes/volume-xiii-2011-2012/encryption-and-globalization.

32. See, e.g., Kevin Bankston, “The Numbers Don’t Lie: How Smartphone Encryption
Will Help Cops More Than It Hurts Them,” Slate, Aug. 18, 2015. http://www.slate.com/
articles/technology/future_tense/2015/08/default_smartphone_encryption_will
stop_more_crimes_than_it_permits.html. A study by security firm Symantec found
that those who find lost phones almost always try to access personal information on
those phones, which suggests that unencrypted and unlocked phones are vulner-
able to information or identity theft. See “The Symantec Smartphone Honey Stick
Project,” Symantec, 2012, pp. 12-13. http://www.symantec.com/content/en/us/about,
presskits/b-symantec-smartphone-honey-stick-project.en-us.pdf.

33. See, e.g., Swire and Ahmad, pp. 457-59. http://stlr.org/volumes/volume-
xiii-2011-2012/encryption-and-globalization.

34. See, e.g., Froomkin, pp. 811-12. http://scholarship.law.upenn.edu/penn_law
review/vol143/iss3/3.
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offered so far are currently only theoretical and are most
often presented within the scenario of a hypothetical crim-
inal or terrorist using secure lines and encrypted phones.
Although there have been several anecdotal suggestions that
encryption interferes with investigations or crime preven-
tion, proponents of backdoors have not yet demonstrably
quantified their need.

With respect to wiretaps, for example, encryption is respon-
sible for thwarting law enforcement in a relatively small per-
centage of cases. The Administrative Office of the U.S. Courts
produces an annual report of Title III wiretapping.’® For
2016, it shows that out of 3,168 wiretaps conducted, encryp-
tion was encountered in only 125 instances, and could not be
decrypted in 101 cases—only roughly 3.2% of all wiretaps.*
Certainly the meaningfulness of that statistic is limited by
self-selection bias (most investigators probably do not ask for
court orders to wiretap likely encrypted information), but it
does at least show that many wiretaps are successful and not
rendered ineffective by encryption specifically.

Regarding encrypted devices such as smartphones, sev-
eral law enforcement offices have reported large numbers
of devices seized that “remain inaccessible due to default
device encryption.”” But conspicuously missing from these
reports are indications of how many such devices were the
linchpin of investigations, as opposed to merely being devices
that were seized routinely but were ultimately unnecessary
in view of other evidence. Recently, the Manhattan district
attorney identified a handful of anecdotes that described
investigations possibly blocked due to encryption (none of
which, curiously, were within his jurisdiction),* but reliance
on anecdotal evidence seems to imply that the statistics are
just not there.

Indeed, the case most often cited in favor of the need for
a backdoor is the San Bernardino shooting and attempted
bombing on December 2, 2015.* While the FBI strenuously
argued for a court order to compel Apple to build abackdoor

35.18 U.S.C. § 2519(3). https://www.law.cornell.edu/uscode/text/18/2519.

36. “Wiretap Report 2016,” Administrative Office of the United States Courts, Dec. 31,
2016. http:/www.uscourts.gov/statistics-reports/wiretap-report-2016.

37. “Smartphone Encryption and Public Safety,” pp. 8-9. https:/www.manhattanda.
org/wp-content/themes/dany/files/Report%200n%20Smartphone%20Encryp-
tion%20and%20Public%20Safety:%20An%20Update.pdf; and Rosenstein. https:/
www.justice.gov/opa/speech/deputy-attorney-general-rod-j-rosenstein-delivers-
remarks-encryption-united-states-naval. However, some have questioned the accu-
racy of these numbers. See, e.g., Marcy Wheeler, “Is FBI Still Fluffing Its Encryption
Numbers?”, Emptywheel, Nov. 11, 2016. https://www.emptywheel.net/2016/11/11/fbi-
still-fluffing-encryption-numbers.

38. “Smartphone Encryption and Public Safety,” pp. 10-11. https:/www.manhattanda.
org/wp-content/themes/dany/files/Report%200n%20Smartphone%20Encryp-
tion%20and%20Public%20Safety:%20An%20Update.pdf.

39. Ibid., pp. 6-7.

to unlock an iPhone that belonged to one of the shooters,*
soon thereafter, it withdrew its request. Instead, it hired an
outside firm to exploit a security vulnerability in the phone
to gain access.* This is a case, then, where a backdoor ulti-
mately proved to be unnecessary.*?

It appears that efforts to collect evidence in support of the
need for a backdoor today are in the works: A joint partner-
ship between the FBI and local law enforcement, the Nation-
al Domestic Communications Assistance Center (NDCAC),
is now operating a Statistics Collection Tool to collect exam-
ple cases “where evidence in a smart phone is unattainable
due to encryption, but could have been critical in solving
cases.”® Nevertheless, the evidence so far is certainly insuf-
ficient.

Such a conspicuous lack of evidence contrasts sharply with
another debate over encryption. In 1994, Congress passed
the Communications Assistance for Law Enforcement Act,
which included a provision that required telecommunica-
tions providers to offer certain assistance to law enforcement
in decrypting communications.** In the hearings that led to
the passage of that law, the FBI was able to “presen[t] a vari-
ety of statistics and categories” including those “regarding
the thwarting of investigations across federal law enforce-
ment as well as state and local law enforcement,”** and the
Government Accounting Office performed similar research.
This suggests that it is certainly possible for law enforcement
to quantify their assertions of need, but in this case they have
simply failed to do so.

Legal restrictions

There is good reason to believe that law enforcement has
not produced such evidence because a backdoor is, in fact,
not useful—at least to the extent that the law would allow
it to be used. The Fourth Amendment prohibits the federal

40. “Government’s Ex Parte Application for Order Compelling Apple Inc. to Assist
Agents in Search,” In re Search of an Apple iPhone Seized During the Execution of a
Search Warrant on a Black Lexus 1S3000, No. 5:16-cm-10 (C.D. Cal. Feb. 16, 2016), p. 3.
https://epic.org/amicus/crypto/apple/In-re-Apple-FBI-AWA-Application.pdf.

41. “Government’s Ex Parte Application for a Continuance,” In re Search of an Apple
iPhone Seized During the Execution of a Search Warrant on a Black Lexus 1IS3000, No.
5:16-cm-10 (Mar. 21, 2016). https://epic.org/amicus/crypto/apple/191-FBI-Motion-to-
Vacate-Hearing.pdf.

42. Certainly, the vulnerability exploitation avenue was less efficient, but it is hard to
imagine that efficiency concerns alone could justify an encryption backdoor.

43. “We Need Examples of Cases Hindered By ‘Going Dark,” Prosecutors’ Center for
Excellence, April 4, 2017. http://pceinc.org/need-examples-cases-hindered-going-
dark; “Smartphone Encryption and Public Safety,” pp. 10-11. https:/www.manhat-
tanda.org/wp-content/themes/dany/files/Report%200n%20Smartphone%20Encryp-
tion%20and%20Public%20Safety:%20An%20Update.pdf.

44. 47 U.S.C. §1002(b)(3). https:/www.law.cornell.edu/uscode/text/47/1002.

45, Carrie Cordero, “Weighing in on the Encryption and ‘Going Dark’ Debate,” Law-
fare, Dec. 4, 2014. https://lawfareblog.com/weighing-encryption-and-going-dark-
debate.

46. Ibid.
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government and states from conducting “unreasonable
searches and seizures,”*” and courts have interpreted that
provision to strongly protect a citizen’s “reasonable expec-
tation of privacy,” especially in private communications
and information in private possession.*® Furthermore, the
Fourth Amendment’s requirement that warrants must “par-
ticularly describ[e] the place to be searched, and the persons
or things to be seized”*’ prohibits “general warrants” that
would authorize “searches in any place, for any thing,”** and
thus likely limits the government’s power to conduct mass
surveillance in the first place.”

Even information not protected under the Fourth Amend-
ment, such as a financial transac